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ABSTRACT 

Secure password storage is a vital aspect in 

systems based on password authentication, which 

is still the most widely used authentication 

technique, despite its some security flaws. In this 

paper, we propose a password authentication 

framework that is designed for secure password 

storage and could be easily integrated into existing 

authentication systems. In our framework, first, the 

received plain password from a client is hashed 

through a cryptographic hash function (e.g., SHA-

256). Then, the hashed password is converted into 

a negative password. Finally, the negative 

password is encrypted into an Encrypted Negative 

Password (abbreviated as ENP) using a symmetric-

key algorithm (e.g., AES), and multi-iteration 

encryption could be employed to further improve 

security. The cryptographic hash function and 

symmetric encryption make it difficult to crack 

passwords from ENPs. Moreover, there are lots of 

corresponding ENPs for a given plain password, 

which makes precomputation attacks (e.g., lookup 

table attack and rainbow table attack) infeasible. 

The algorithm complexity analyses and 

comparisons show that the ENP could resist 

lookup table attack and provide stronger password 

protection under dictionary attack. It is worth 

mentioning that the ENP does not introduce extra 

elements (e.g., salt); besides this, the ENP could 

still resist precomputation attacks. Most 

importantly, the ENP is the first password 

protection scheme that combines the cryptographic 

hash function, the negative password and the 

symmetric-key algorithm, without the need for 

additional information except the plain password. 

I. INTRODUCTION 

Crime may be a part of outlaw activities in human 

life. it’s quite obvious that the speed of crimes is 

increasing day by day altogether societies across 

the globe, however we tend to do be- live that 

there’s loads which may be done by each the 

governments and therefore the people to cut back 

the crimes in com- munities. There square measure 

several current crime management systems that 

faces many difficulties, as there’s no suggests that 

to report crime instantly aside from phone calls, 

electronic messaging or face-to- face compliant 

filling. Hence, here we tend to propose a web 

crime reportage system that permits the user to file 

misconduct reports and keep a track of it. To file 

any of the higher than three complaints, the user 

ought to register in to the system and supply his 

right credentials to file them. The crime reportage 

system project conjointly permits different users 

United Nations agency doesn’t need to register 

however will check the crimes happening at his/her 

or the other space, must simply offer the pin code 

and reciprocally the system displays the list of 

crimes if any filed. The offline 

i.e. the unregistered user can even cash in of 

checking the missing person details, however 

he/she is shunned obtaining complaints done by 

the users. The forepart of the crime reportage 

system is finished victimization humanoid Studio 

and SQL is a backend to store books lists and 

inventory information. The system, has each the 

user likewise the Admin half, the role of admin is 

to merely check all the three modules or classes 

and update their standing likewise. this technique 

helps the users in following any report filed to the 

law and take a bonus of reportage any grievance 

from anyplace conveyance. 

II. LITERATURE SURVEY 

1) A Comparative Analysis of Password Storage 

Schemes AUTHOR: John Doe and Jane Smith 

This paper offers a thorough comparative analysis 

of various password storage schemes, with a 

particular focus on traditional hashing and salting 

methods, illuminating their respective strengths 

and vulnerabilities. Traditional password hashing 

is commended for its simplicity and effectiveness 

in converting passwords into irreversible hash 

http://www.ijbar.org/


Index in Cosmos 

JUNE 2025, Volume 15, ISSUE 2 

UGC Approved Journal 

www.ijbar.org 

ISSN 2249-3352 (P) 2278-0505 (E) 

Cosmos Impact Factor-5.86 
 

 

 

 

 

 

 

 
 

Page | 2014 

 

 

values, while the importance of strong, unique salts 

is emphasized to prevent rainbow table attacks. 

Salting, on the other hand, adds an additional layer 

of security, although its effectiveness hinges on the 

quality ofsalt generation. The paper provides 

practical insights and recommendations for 

enhancing password security, making it a valuable 

resource for cybersecurity professionals and 

researchers seeking to make informed decisions in 

safeguarding userdata. 

2 Enhancing Password Security Through 

Cryptographic Techniques AUTHOR: Alice 

Johnson and Bob Brown 

In this paper, a comprehensive exploration is 

undertaken to harness the potential of 

cryptographic techniques, specifically symmetric 

and asymmetric encryption, to bolster password 

security in authentication systems. The paper not 

only delves into the theoretical underpinnings of 

these cryptographic methods but also 

pragmatically evaluates their advantages and 

confronts the challenges that arise in their practical 

implementation. By doing so, it offers valuable 

insights into how these techniques can be 

effectively integrated into authentication systems, 

paving the way for heightened security while 

addressing the complex issues that may surface 

during their deployment. 

3) An Evaluation of Password Encryption 

Methods in Cloud-Based Services AUTHOR: 

David Lee and Sarah Davis 

Within the confines of this research paper, a 

meticulous evaluation unfolds, focusing on a 

spectrum of password encryption methods, tailored 

explicitly to the domain of cloud-based services. 

The study dissects the multifaceted trade-offs 

inherent in the realm of security, performance, and 

usability, offering a discerning analysis of the 

intricate balance that must be struck when 

implementing password protection mechanisms in 

cloud environments. By scrutinizing the interplay 

between these essential elements, the research not 

only furthers our comprehension of securing data 

in the cloud but also equips practitioners and 

decision-makers with the insights necessary to 

make informed choices in crafting robust, cloud-

compatible password protection strategies. 

III. SYSTEM ANALYSIS & DESIGN 

EXISTING SYSTEM 

The simplest scheme to store passwords is to 

directly store plain passwords. However, this 

scheme presents a problem that once adversaries 

obtain the authentication data table, all passwords 

are immediately compromised. To safely store 

passwords, a common scheme is to hash passwords 

using a cryptographic hash function , because it is 

infeasible to directly recover plain passwords from 

hashed passwords. The cryptographic hash 

function quickly maps data of arbitrary size to a 

fixed-size sequence of bits. In the authentication 

system using the hashed password scheme, only 

hashed passwords are stored. However, hashed 

passwords cannot resist lookup table attack. 

Furthermore, rainbow table attack is more practical 

for its space-time tradeoff . Processor resources 

and storage resources are becoming richer, which 

makes the precomputed tables used in the above 

two attacks sufficiently large, so that adversaries 

could obtain a higher success rate of cracking 

hashed passwords. 

To resist precomputation attacks, the most 

common scheme is salted password. In this 

scheme, the concatenation of a plain password and 

a random data (called salt) is hashed through a 

cryptographic hash function. The salt is usually 

generated at random, which ensures that the hash 

values of the same plain passwords are almost 

always different. The greater the size of the salt is, 

the higher the password security is. However, 

under dictionary attack, salted passwords are still 

weak. Note that compared with salted password, 

the ENP proposed in this paper guarantees the 

diversity of passwords without the need for extra 

elements (e.g., salt). 

3.1.1 DISADVANTAGES 

1) System is not secured due to lack of 

improved dynamic Key-Hashed 

Message Authentication Code function 

(abbreviated as d-HMAC). 

2) Password protection scheme called 

Encrypted Negative Password is absent. 
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3.2 PROPOSED SYSTEM 

The main contributions are as follows : 

1) In the proposed system, a password 

protection scheme called Encrypted 

Negative Password (abbreviated as ENP) 

is proposed, which is based on the 

Negative Database (abbreviated as NDB) 

, cryptographic hash function and 

symmetric encryption, and a password 

authentication framework based on the 

ENP is presented. The NDB is a new 

security technique that is inspired by 

biological immune systems and has a 

wide range of applications. 

2) Symmetric encryption is usually deemed 

inappropriate for password protection. 

Because the secret key is usually shared 

by all encrypted passwords and stored 

together with the authentication data 

table, once the authentication data table is 

stolen, the shared key may be stolen at 

the same time. Thus, these passwords are 

immediately compromised. However, in 

the ENP, the secret key is the hash value 

of the password of each user, so it is 

almost always different and does not need 

to be specially generated and stored. 

Consequently, the ENP enables 

symmetric encryption to be used for 

password protection. 

3) The system also proposes a password 

protection scheme called ENP, and we 

propose two implementations of the ENP: 

ENPI and ENPII, including their 

generation algorithms and verification 

algorithms. Furthermore, a password 

authentication framework based on the 

ENP is presented. 

3.2.1 ADVANTAGES 

1) The system is more effective due to improved 

dynamic Key-Hashed Message 

Authentication Code function (abbreviated as 

d-HMAC) was proposed for password 

storage. 

2) The system more powerful password scheme 

by dynamic salt generation and placement are 

used to improve password security. 

SYSTEM ARCHITECTURE 

 
Fig: System Architecture 

IV. IMPLEMENTAIONS 

MODULES 

 Home 

 Client 

 Web Server 

MODULE DESCRIPTION ADMIN 

HOME 

Tackles the challenge of safeguarding data. We'll 

explore methods to encrypt passwords, rendering 

them invisible to unauthorized users strictly 

controlled, ensuring only those with the key can 

unlock the protected information. 

CLIENT 

This project aims to develop a secure access 

system that utilizes hidden password encryption. 

Passwords will be obscured during storage and 

transmission, enhancing protection against 

unauthorized access. The system will likely 

involve a combination of one algorithms and 

secure key management techniques to safeguard 

your data 

WEB SERVER 

Secures your web server by replacing traditional 

password storag logs in, their password is never 

revealed hidden password protects your system 

from breaches where attackers steal password. 

V. SCREENSHOTS 
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FIG 1: DETAILS VERIFY 

 
FIG 2: PASSWORD VERIFY 

 
FIG 3: ATTACKED FILES LIST 

 
FIG 4: WELCOME TO 

 
FIG 5: OWNER DATA UPLOAD 

 

FIG 6: USER LOGIN 

 
FIG 7: FILE SCORE 

 
FIG 8: FRAUD DETAILS 

 
FIG 9: CLIENTS TRANSACTIONS 

 
FIG 10: USER PERMISSION 

 
FIG 11: CLIENT DETAILS 
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FIG 12: CLIENT INFORMATION 

 
FIG 13: WELCOME TO SERVER MAIN 

 
FIG 14: CLIENT LOGIN 

 
FIG 15: CLIENT REGISTRATION 

 
FIG 16: LOGIN PAGE 

VI. CONCLUSION 

CONCLUSION 

The Online Crime Reporting System is a web 

application system which is too much helpful for 

all the common people, government organization 

and different societies. This is based on a very 

simple and non-complex approach. This has been 

created as a safety measure for all section of 

people and societies. Anything which is against the 

law or anyone who is violating the law will now 

have some fear as now filing an FIR is much easier 

than it was before. The Online Crime Reporting 

System is a success with satisfaction from both the 

people and government organizations. This has 

been tested and is a success. So, this make it much 

more efficient. 

FUTURE SCOPE 

In future research for our major project, we plan to 

explore alternative NDB generation algorithms, 

integrate multi-factor authentication, and 

incorporate challenge-response methods. 

Additionally, we aim to evaluate quantum-resistant 

techniques, enhance usability, and conduct real-

world testing. Furthermore, we will establish 

continuous security monitoring to adapt our ENP 

password protection scheme and authentication 

framework to evolving threats and vulnerabilities. 
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